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Feedback
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Include the document title and part number (Digi XBee Mobile User Guide, 90002323 B) in the
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Digi XBee Mobile User Guide

Digi XBee Mobile is an iOS and Android compatible app that allows you to connect and configure
Digi XBee3 devices with Bluetooth Low Energy (BLE) support.
Use Digi XBee Mobile to:

n Get started with your XBee3 BLE devices through a set of built-in demos for different use
cases.

n Look for and connect to nearby XBee3 BLE devices.
n Get basic information from the device and the firmware version it is running.
n List all the configuration categories and settings of the firmware running in the XBee3

device.
n Read and change the value of any firmware setting.
n Update the firmware of the device remotely (not available for XBee 3 Cellular devices).
n Send and receive data between the XBee local interfaces (serial port, MicroPython and

Bluetooth Low Energy).
n Perform a remote reset of the device.
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Download and install Digi XBee Mobile

This section provides instructions for downloading and installing the Digi XBee Mobile app.

Requirements 8
Install Digi XBee Mobile 8
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Requirements
The requirements to run the Digi XBee Mobile application are:

Operating systems
Digi XBee Mobile is compatible with the following operating systems and versions:

n Android: 8.0 or higher
n iOS: 14.2 or higher

System requirements
Digi XBee Mobile is compatible with any smartphone that supports Bluetooth Low Energy.

Supported devices
n Digi XBee 3 Zigbee 3.0
n Digi XBee 3 DigiMesh 2.4
n Digi XBee 3 802.15.4
n Digi XBee BLU
n Digi XBee RR Zigbee
n Digi XBee DigiMesh 2.4
n Digi XBee RR 802.15.4
n Digi XBee 3 LTE Cat 1 AT&T
n Digi XBee 3 LTE Cat 1 Verizon
n Digi XBee 3 LTE-M/NB-IoT
n Digi XBee 3 Global LTE Cat 1
n Digi XBee 3 North America LTE Cat 1
n Digi XBee 3 Global LTE-M/NB-IoT
n Digi XBee 3 Global LTE-M/NB-IoT Low-Power

Note Digi XBee Mobile supports all of the above devices in all their available hardware variants,
including surface-mount technology (SMT), through-hole technology (THT) and micro-mount
technology (MMT).

Install Digi XBee Mobile
Download the Digi XBee Mobile app from the iOS App Store or Google Play. Scan the following
QR code to download the application from the corresponding market, or use either of the links
below:
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n Android: Digi XBee Mobile
n iOS: Digi XBee Mobile

Start the application

Once the application is installed on your smartphone, open it to display the Home page. This page
provides an overview of the available features, allowing you to quickly navigate to the section that
best suits your needs.

https://play.google.com/store/apps/details?id=com.digi.xbeeconfigurator
https://apps.apple.com/sr/app/digi-xbee-mobile/id1438731568
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From the Home page, you can choose between the following options:

n Get Started with your XBee device: Quickly explore the capabilities of your XBee modules
through guided demos that showcase various use cases.

n Manage and Configure your XBee device: Configure and communicate with your XBee
devices with real-time configuration and management tools.

Get started with your XBee device

Digi XBee Mobile app helps you to quickly set up and explore the Bluetooth capabilities of your
XBee device through a set of built-in demos. They will walk you through each step, showcasing the
powerful features and applications of your XBee module.
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These demos demonstrate different BLE use cases that can be applied to real-world scenarios
such as proximity detection, environmental monitoring, and more. They will give you a solid
understanding of how your XBee device operates and interacts with other BLE-enabled devices,
setting the foundation for more advanced projects.
Digi XBee Mobile application offers the following get started demos:

n Remote HMI: Utilize your XBee device to enable an XBIB-C development board with a
remote Human Machine Interface, allowing for remote monitoring and control.

n XBee Beacon Advertise: Configure your XBee device as a BLE beacon to broadcast
custom data packets for different purposes.

n XBee Beacon Scan: Use your XBee device to scan for nearby BLE beacons and extract
data from them for further interaction.

Remote HMI demo
The Remote HMI demo demonstrates how to use an XBee device to provide BLE connectivity to
hardware that lacks a built-in Human-Machine Interface (HMI).
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This setup is ideal for scenarios requiring remote monitoring and control of hardware, such as in
industrial automation or home automation systems.

Demo explanation
In this demo, the XBee module is attached to an XBIB-C development board, which does not have
its own HMI. The XBee device enables the board to communicate with a smartphone via BLE,
allowing the smartphone to function as a remote HMI.
The Digi XBee Mobile application connects with the XBee device to monitor temperature and
humidity readings from the I2C sensor on the board and to control the status of the board’s User
LED.

Execute the demo
The Remote HMI home page includes a diagram of the demo, a short description and the steps
required to test the demo.
Follow these instructions to execute the Remote HMI demo:

1. Apply the Remote HMI Quick Setup to your XBee module using XBee Studio. For more
information about Quick Setups and how to apply them, refer to the Quick Setup chapter of
the XBee Studio User Guide.

2. Tap the Select device button in Step 2 (Select the device). The Remote HMI - Device list
page displays.

3. Wait for your XBee device to appear in the list (it should display as XBee_Remote_HMI_
XXXX) and select it.

4. Enter the password (1234 by default) and wait for the application to connect. The Remote
HMI - Main page displays. Verify that:

a. Temperature and humidity values are updated automatically every 5 seconds.

5. Toggle the LED switch control several times and verify that the User LED on the XBIB-C
board turns on and off accordingly.

6. Tap the STOP MONITORING button. Verify that:

a. The button text changes to START MONITORING.

b. The button background changes to green.

c. Temperature and humidity values are no longer refreshed.

7. Tap the START MONITORING button. Verify that:

a. The button text changes to STOP MONITORING.

b. The button background changes to red.

https://www.digi.com/resources/documentation/digidocs/90002519/#tasks/t_setup.htm
https://www.digi.com/resources/documentation/digidocs/90002519/
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c. Temperature and humidity values are updated automatically every 5 seconds.

XBee Beacon Advertise demo
The XBee Beacon Advertise demo demonstrates how to use an XBee device to broadcast custom
BLE data, including sensor readings from the I2C sensor on the XBIB-C development board.
This demo is particularly useful for applications that require proximity-based data dissemination,
such as environmental monitoring, asset tracking, and other IoT use cases.

Demo explanation
In this demo, the XBee device functions as a BLE beacon, continuously advertising data from the
I2C sensor on the XBIB-C board it is attached to. Nearby BLE-enabled devices can pick up this
broadcasted data.
Without needing to establish a connection with the XBee device, the Digi XBee Mobile application
scans for and extracts this custom data, displaying it in real-time in a card format.
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Execute the demo
The XBee Beacon Advertise home page includes a diagram of the demo, a short description and
the steps required to test the demo.
Follow these instructions to execute the XBee Beacon Advertise demo:

1. Apply the XBee Beacon Advertise Quick Setup to your XBee module using XBee Studio.
For more information about Quick Setups and how to apply them, refer to the Quick Setup
chapter of the XBee Studio User Guide.

2. Tap the Start scanning button in Step 2 (Scan for beacon frames). The XBee Beacon
Advertise - Main page displays.

3. After a few seconds, the application should detect the custom BLE beacon generated by
your XBee device and display its information in card format, including:

a. Name of the BLE beacon device.

b. Bluetooth address.

c. RSSI value.

d. Temperature value from the I2C sensor of the XBIB-C development board.

e. Humidity value from the I2C sensor of the XBIB-C development board.

f. Raw advertisement payload.

Note Information is continuously refreshed until you smartphone goes out of range with
your XBee device.

4. Tap the STOP SCANNING button. Verify that:

a. The button text changes to START SCANNING.

b. The button background changes to red.

c. Beacon information is no longer refreshed.

5. Tap the START SCANNING button. Verify that:

a. The button text changes to STOP SCANNING.

b. The button background changes to red.

https://www.digi.com/resources/documentation/digidocs/90002519/#tasks/t_setup.htm
https://www.digi.com/resources/documentation/digidocs/90002519/
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c. Beacon information is refreshed again.

XBee Beacon Scan demo
The XBee Beacon Scan demo demonstrates how to use an XBee device to scan for BLE beacons
and extract data from the frames advertised by other BLE devices. This demo highlights the
capabilities of the XBee device in proximity detection, passive data collection, and real-time data
monitoring, making it applicable to a wide range of scenarios, including smart environments and
location-based services.

Demo explanation
In this demo, the Digi XBee Mobile application functions as a BLE beacon, continuously advertising
custom data.
Without needing to establish a connection with the Digi XBee Mobile application, the XBee device
scans the surrounding area for BLE beacons, captures the advertised data, and prints it through
the serial port.
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Execute the demo
The XBee Beacon Scan home page includes a diagram of the demo, a short description and the
steps required to test the demo.
Follow these instructions to execute the XBee Beacon Scan demo:

1. Apply the XBee Beacon Scan Quick Setup to your XBee module using XBee Studio. For
more information about Quick Setups and how to apply them, refer to the Quick Setup
chapter of the XBee Studio User Guide.

2. Tap the Configure frame button in Step 2 (Advertise data). The XBee Beacon Scan - Main
page displays.

3. Select the type of beacon frame to advertise and fill in all the options.

Note Depending on the operating system of your smartphone (Android or iOS) you can
choose between advertising custom beacon frames or iBeacon frames. The MicroPython
application running on your XBee device recognizes both types.

4. Tap START ADVERTISING to begin broadcasting data.

5. After a few seconds, the MicroPython application running on your XBee device should
recognize the beacon and display the information about it in the MicroPython Terminal of
XBee Studio:
- Custom Digi beacon found: 02010219ffdb0258426565204d6f62696c652041707020426561636f6e
- Source address: 58:4e:83:98:af:4a
- Text: XBee Mobile App Beacon
- RSSI: -45

6. You can modify the data being broadcasted by:

a. Tap STOP ADVERTISING to stop broadcasting data.

b. Perform the desired changes.

https://www.digi.com/resources/documentation/digidocs/90002519/#tasks/t_setup.htm
https://www.digi.com/resources/documentation/digidocs/90002519/
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c. Tap START ADVERTISING to begin broadcasting data.

CAUTION! iBeacon(TM) is a trademark of Apple Inc. The iBeacon functionality included in
the XBee Mobile app is provided solely for evaluation and demonstration purposes. This
demo is not intended for commercial use and is not endorsed by or affiliated with Apple
Inc.

Manage and configure your XBee device

This chapter provides the tools and guidance you need to manage and configure your XBee
modules for your specific needs.
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With easy-to-follow instructions and a user-friendly interface, you can configure and customize
your XBee devices via Bluetooth Low Energy (BLE), ensuring they meet your project requirements
or test the communication with your device.

n Connect to your XBee device: Discover and securely connect with your XBee device to
start working with it.

n Work with your XBee device: Explore the different tools offered by the application to
configure and manage your XBee device.
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Connect to your XBee device
Before connecting to an XBee device, you must enable and configure its Bluetooth authentication
with XBee Studio. If you haven't done it yet, see the Bluetooth entry from the Quick Actions section
of the XBee Studio User Guide to do so.
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https://www.digi.com/resources/documentation/digidocs/90002519/#reference/r_dashboard.htm#Quick
https://www.digi.com/resources/documentation/digidocs/90002519/
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Discover nearby devices
The Configure device option from the Home page opens the Device List page, which starts
looking for nearby XBee BLE devices.

Note If the Bluetooth interface is turned off on your device, the app asks you to turn it on.

The device list shows the following information per device (taking the second device of the image
above as a reference):

n Name: XBee3 Cellular Cat 1 AT
n MAC address: Cached data read from the device after the first connection. This data is only

displayed after the first connection (see devices 1 and 3 in the image above). Newly
discovered devices to which a connection has never been made do not display this value
(see devices 2 and 4 in the image above).

n Signal quality
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Establish the BLE connection
When your XBee device appears on the list, tap on it to open the connection. The application asks
you to enter its Bluetooth password.

Type the password you configured with XBee Studio and tap OK to establish a connection with the
device.

Note You can toggle the Remember password switch on so you are not prompted with the
Bluetooth password dialog for future connections.

Once the connection with the device is established successfully, the application opens the Device
Home page. From this page, you can start working with your device.

Work with your XBee device
Once a connection is established with your XBee device through BLE, the app displays the Device
Home page of the device.
This page contains general information about the device and allows you to access the different
features available for it.
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Device Information panel
The Device Information panel displays general information about the XBee device:

n Protocol image
n Node identifier (name)
n MAC address
n Firmware version

Device Actions panel
The Device Actions panel displays a list with the features available for the XBee device. Tap any
of them to access their corresponding page:
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n Settings: Allows you to configure the firmware parameters of the device.
n Update firmware: Perform an over-the-air (OTA) firmware update.
n Console: Communicate with the XBee device by sending and receiving data packets.

Note If the device or the firmware running in the device does not support the firmware update
feature, the Update firmware button will be disabled.

Configure the device
One of the feature you can find in the Digi XBee Mobile app is the ability to wirelessly configure the
different firmware settings of your device. Settings are grouped in categories based on their
functionality.
To start configuring the device, click the Settings button from the device home page. The
application displays a page with a list of the different firmware configuration categories.

You can tap on one of them to access the settings page of that category. The category settings
page lists all the firmware parameters corresponding to the selected category. By default, all the
settings are read when accessing the category page for first time.
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The following table describes the different controls of each setting:

Field Image Description

AT
parameter

Displays the associated AT
parameter of the setting.

Setting
name

Displays the name of the setting.

Value Contains the text box or combo box
where the setting value must be typed
or configured.
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Field Image Description

Details
pane

Appears when you tap on the Setting
List item.
It displays the setting description,
range, default value, and buttons to
refresh and write the value of the
setting.

Note Some settings, such as the
read-only settings, do not have a write
button.

If the category contains any subcategories they are displayed in the Setting List with an item
indicating their name, followed by all their settings.

Digi XBee Mobile delineates the status of each setting with the background color of the AT
parameter rectangle. These are the possible statuses of a setting:

The value of the setting has changed but it has not been written in the radio module
yet.

The value of the setting is written in the radio module but is different from the default
value.

The value of the setting is written in the radio module and matches the default value.

The value of the setting is not valid.

You can scroll along the page to check the value of the settings and tap any of them to expand the
details pane and get more information about it.
From this page you can also refresh and write the value of the setting.

n Refresh a setting
n Write a setting
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Refresh a setting
To refresh the value of a setting:

1. Go to the Settings page from the device home one and select the category containing the
setting to read.

2. Tap the setting you want to refresh. The Details pane displays.

3. Tap the Refresh button of the Details pane.

You can also read all the settings from the category by using the Read all category settings menu
item from the top right actions menu, or by pulling to refresh from the top of the list.

Write a setting
To write the value of a setting:

1. Go to the Settings page from the device home one and select the category containing the
setting to write.

2. Tap the setting you want to update. The Details pane displays.

3. Change the value of the setting by entering the new value or by selecting it from its picker
control.

4. Tap the Write button of the Details pane (the details pane will hide after writing the setting)

You can also write all the modified settings at once by using the Write all category settings menu
item from the top right actions menu.

Note Digi XBee Mobile validates the value of the setting before you write it. If the value to be written
is not valid, the setting background color changes to red and the summary of the details pane
displays the cause of the problem.

Update the device firmware
The Digi XBee Mobile application allows you to update the firmware of the XBee device over-the-
air through the BLE interface. This is very useful when your module cannot be accessed to
physically connect it to a computer or when the module is not in a mesh network to perform a
remote update.
To access this feature, click the Update firmware button from the device home page. The
application displays the corresponding Update firmware page with the controls necessary to
execute an OTA firmware update in the XBee device.
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Product
This list displays the available product types or protocols that are compatible with the XBee device
the application is connected to. It may be hidden if the XBee device supports just one protocol,
such as the XBee BLU product.

Firmware version
This second list contains all the firmware versions that can be applied to the XBee device the
application is connected to and that support the update firmware feature.

Perform a firmware update
Follow these steps to perform an OTA firmware update:

1. Go to the Update firmware page from the device home one.

2. Select the device product from the Product list.
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Note If the XBee device can be configured with a different protocol than the one it is running,
the page displays a list to choose the new product (protocol) to be applied to the XBee
device. Otherwise, the Product list is hidden.

3. Select the target firmware from the Firmware version list. The Start Update button is
enabled.

4. Click the Start Update button to start the update firmware process.

WARNING! This operation takes up to 10 minutes to complete, so be sure not to
close the application or reset your XBee device while the update is in progress.

5. Wait until the update firmware process finishes. The application will try to reconnect with the
XBee device after that.

WARNING! If you are updating an XBee 3 Zigbee device, make sure it is joined to
or has form a Zigbee network before executing the update. Otherwise it will fail.

Exchange data with the device
Another capability included in the Digi XBee Mobile application is the possibility to exchange data
with the different interfaces of the XBee device you are connected to. This is done through a
console, where you define the packets of data to send and see packets coming from the device.
To access this feature, click the Console button from the device home page. The application
displays the Console page which is split in two sections, Frames log and Send frames.
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Packets log
The Packets log is the packets traffic monitor. It shows both the sent and received data packets,
represented with a blue or red arrow, respectively, the source or destination interface, a unique
identifier and the data.

Button Name Description

View
details

Opens a popup with the details of the sent/received packets. The View in
ASCII switch allows you to change the format of the data, between ASCII
and hexadecimal.

Clear
log

Clears the list of sent and received packets.
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Send packets
The Send packets section lists the data packets you have created and allows you to add, remove
or edit the existing ones. They are represented with the destination interface, the frame name and
the data.

Button Name Description

Add
packet

Opens a popup to create and add a new packet. You have to specify the
packet name, destination interface and data to send.
The View in ASCII switch allows you to change the format of the data,
between ASCII and hexadecimal.

Remove
packet

Removes the selected packet.

Edit
packet

Opens a popup to edit the selected packet.

Send a data packet
Follow these steps to send a data packet to the XBee device:

1. Go to the Console page from the device home one.

2. Click the Add packet button from the Send packets section. The application displays the
Add new packet popup.

3. In the Add new packet popup, fill all the parameters:
n Packet name: Provide a name to the packet, just to identify it in the list.
n XBee Interface: Choose the destination interface of the XBee device the data packet

will be sent to. You can choose between:
l SERIAL: Sends the packet to the serial port of the XBee device. The packet will
be received by he controller connected to that serial port.

l MICROPYTHON: Sends the packet to the MicroPython application running
inside the XBee device.

l BLUETOOTH: Sends the packet to the Bluetooth interface. This will generate a
loopback, the device will send you back the same data packet and it will be
displayed in the packets log.

n Data: Enter the data of the packet. You can choose between entering the data in
Hexadecimal format or in ASCII if you toggle the View in ASCII switch.

4. Click Add to add the packet to the packets list.

5. Select the packet you have just added from the list list.

6. Click the Send selected packet button to send it to the XBee device.

Reset the device
When you are connected with the device you can reset it at any time by:
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1. Click the Options button at the top-right corner of the application.

2. Select the Reset device option

3. Wait until the device is reset. Connection with the device will be lost and you will be
redirected to the Devices list page.

Other application functionality

Apart from all the XBee related functionality, the application offers other interesting capabilities that
are explained in this chapter:

Access the options menu 33
Configure the Digi XBee Mobile application 33
Download non-official XBee firmware definition files 34
Provide feedback 34
Get application information 35
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Access the options menu
The Digi XBee Mobile application includes an options menu that can be accessed at any time by
clicking the Options button located at the top-right corner of the application. This button opens a
menu with the following options:

n Application preferences: Opens the Application preferences page to configure some Digi
XBee Mobile settings. See Configure the Digi XBee Mobile application for more information.

n Clear stored passwords: Removes the passwords saved for the connection process of
each device. Only available when in the Devices List page.

n Check for firmware updates: Checks and downloads non-official radio firmware definitions
from the specified FTP. If the additional FTP site setting is not enabled in the preferences,
this element will be disabled as well. See Download non official XBee firmware definition
files for more information. Only available when in the Devices List page.

n Read all category settings: Reads all the settings located in the configuration category and
subcategories associated to the current settings page. Only available when in a Settings
page.

n Write all category settings: Writes all the settings that have been modified from the
configuration category and subcategories associated to the current settings page. Only
available when in a Settings page.

n Load default category settings: Loads the default values of all the settings located in the
configuration category and subcategories associated to the current settings page. Only
available when in a Settings page.

n Reset device: Resets the XBee device and restores the Bluetooth connection with it. See
Reset the device for more information. Only available when connected with an XBee device.

WARNING! The Bluetooth connection will be lost when resetting the device.

n Disconnect: Closes the connection with the XBee device. Only available when connected
with an XBee device.

n Documentation: Opens the documentation URL of the application in the device's default
web browser.

n Provide feedback: Opens the feedback form to provide feedback about the application. See
Provide feedback for more information.

n About: Opens the application's About page. See Get application information for more
information.

Configure the Digi XBee Mobile application
The Digi XBee Mobile application contains configuration parameters for some specific functionality.
Follow these steps to configure them:

1. Click the Options button located at the top-right corner of the application

2. Select the Application preferences option. The Application preferences page displays.

3. Settings are split in categories. Configure the desired ones:
n Firmware update preferences: Lists the firmware update preferences of the

application.
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l Download additional firmware from FTP at startup: Digi XBee Mobile
downloads firmware definition files on demand when connecting to XBee
devices. However, this setting allows you to configure an FTP server path to
download extra firmware definition files at application startup. To use this feature,
enable the setting and fill in the input text with the path to the folder of the FTP
server that contains the firmware configuration files in XML format.

For example, if you have an FTP server that contains a non-official firmware
configuration (XML) file in /firmwares_to_test and your server name is
ftp.test.com, introduce the following text into the field:
ftp://ftp.test.com/firmwares_to_test/. The application will download all the
firmware configuration files contained there.

Note The additional FTP server must allow for anonymous access. This means
that the user must be anonymous and the password must be empty.

4. Tap Save when finished to save the new values.

Download non-official XBee firmware definition files
Digi periodically releases new versions of the different radio firmware to fix issues, improve
functionality, or add new features. The application includes a built-in system to download firmware
on demand when the application connects with an XBee device via BLE. This way you don’t need
to worry about keeping the firmware definition files up to date.
However, there could be cases where you need to use beta or test versions of firmware provided
by the support team, for example. Follow these steps to do so:

1. Click the Options button located at the top-right corner of the application.

2. Select the Application preferences option. The Application preferences page displays.

3. Enable the Download additional firmware from FTP at startup setting and fill the input text
with the path to the folder of the FTP server that contains the firmware configuration files.
See the Configure the Digi XBee Mobile application topic for more information.

4. Tap Save.

Now the application will look for non official XBee firmware definition files and download them at
startup.
With the Download additional firmware from FTP at startup setting enabled, you can also trigger
a manual check at any time. Follow these steps to do so:

1. Go to the Devices list page (first page displayed by the application).

2. Click the Options button located at the top-right corner of the application.

3. Select the Check for firmware updates option from the list.

Provide feedback
The Digi XBee Mobile application allows you to provide feedback or report a bug or enhancement.
You can do it by:

1. Click the Options button located at the top-right corner of the application

2. Select the Provide feedback option. The application displays the Provide feedback page.
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3. Fill in all the form fields:
n Name
n Email
n Subject
n Description

4. Tap the Submit button to send the feedback.

Get application information
If you want to get some information about the application such as the version or build ID, you can
get it from the About page. To access the About page:
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1. Click the Options button located at the top-right corner of the application

2. Select the About option. The application displays the About page.
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